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1. INTRODUCTION 
1. This note provides guidance on the circumstances in which information 

relating to Visitors may be disclosed. It sets out four principal guidelines 
(paragraph 2); these are amplified in paragraph 3. Paragraph 4 provides 
additional advice.  

2. The general principle to be observed at all times is that information about 
Visitors is confidential to the University and to the individual Visitor. Any 
member of staff except for good, duly considered reason, should not therefore 
disclose information.  

3. These guidelines apply to all disclosures of information, irrespective of how 
that information is held or stored. They take account of the Data Protection Act 
1998, which regulates the use of information about living individuals which is 
stored on computer or similar equipment, and in structured manual filing 
systems (including paper files). The University's registration under the Act 
covers all those disclosures of information about Visitors that are considered 
under these guidelines. Please note, therefore, that the disclosure of 
information other than in accordance with these guidelines could entail 
contravention of the Data Protection Act and could therefore lead to action 
being taken in the Courts against either the University or the member of staff 
concerned or both.  

4. If a College or School presently follows a more restrictive policy than is 
advised in the Guidelines, or intends to introduce one in future, the Head of 
College or Head of School concerned is asked to inform the Director of MIS. 
It should be noted however that such further restrictions must be lawful: for 
example, see paragraph 1.5 below on the Data Subject's right of access.  

5. The subject access provisions of the Data Protection Act give the individual 
(the "Data Subject") the right to be given a copy of the information held about 
himself or herself on request. Guidance on the subject access provisions is 
available from the Data Protection Officer.  

6. Any queries about these guidelines should be referred to the Director MIS.  

 

2. GUIDELINES 

Information relating to Visitors may be disclosed only in the following circumstances, 
which may be further restricted by University, College or School policy (see 
paragraph 1.4):  

A. if disclosure is required by law 



B. if disclosure is made to the Visitor, or to someone acting on the Visitor's 
behalf, or at the written request of either such person, or with the written 
consent of either such person  

C. if the disclosure is made to a member of staff of the University, or to a member 
of staff of an organisation or body which has a direct connection with the 
University, if such member of staff requires the information in the performance 
of official duties in relation to the Visitor as a Visitor of the University  

D. if there is good reason to believe that failure to disclose information would 
seriously prejudice the Visitor's interests.  

 

3. NOTES ON GUIDELINES 

Guideline A (Disclosure required by law)  

1. Occasions when disclosure is required by law are rare, but include (for 
example):  

- Road Traffic Act 1972, Section 168 (Duty to give information which may 
lead to the identification of the driver at the time an offence was committed)  

- Prevention of Terrorism (Temporary Provisions) Act 1989, Section 18 (Duty 
to disclose information in relation to acts, or potential acts, of terrorism)  

- Subject-access requests under the Data Protection Act 1998 (see paragraph 
1.5 and Guideline B)  

- On the lawful order of a competent court.  

2. It should be noted that the Data Protection Act explicitly permits (but does not 
require) the disclosure of information if made for the purpose of the prevention 
or detection of crime or the apprehension or prosecution of offenders . For 
example, to avoid the situation where we could not legally assist criminal 
investigations, S29 (3) of the 1998 Data Protection Act provides that the non-
disclosure principle will not apply where information is disclosed in 
circumstances where we have the reasonable belief that it is for the purposes 
connected with  

(a)    the prevention or detection of crime;  

(b)   the apprehension or prosecution of offenders, or 

(c)    the collection or assessment of any tax or duty.  

This applies only if the person making the disclosure has reasonable grounds 
for believing that a failure to disclose would be likely to prejudice one of these 
purposes. 

3. Where a request is made on the grounds that disclosure is required by law, for 
example by a police, immigration or Customs and Excise officer, the person 
making the request should be asked to specify - preferably in writing - the 



precise provisions under which the request is made, or to produce the court 
order. If disclosure is to be made, it must include only such information as is 
legally required; it should not include, for example, information about a third 
party (e.g. another Visitor) who is not the subject of the legal requirement. 

4. It is important to realise that there is no general legal requirement to disclose 
information to the police. Caution should therefore be exercised in assessing 
whether a particular enquiry by the police or other such agency falls within the 
terms of paragraph 3A1 and, if not, whether information should be disclosed 
for the reasons outlined in paragraph 3A2. It is appreciated that difficulties of 
judgement can arise, particularly where considerations of public policy are 
involved (e.g. in the investigation of crime, in seeking witnesses, or in serving 
a witness citation or summons to attend court). Where such difficulties cannot 
readily be resolved (e.g. by contacting the Visitor and asking him or her to 
contact the police station or individual officer concerned), advice should be 
sought from the College or School Administrator or the Director of MIS. The 
position of the University in these matters is one of neutrality, not of 
obstruction. Examples of practice within the Registry are to disclose a Visitor's 
address to the police where it is required to serve a witness citation, or (on 
grounds of public policy) in the investigation of serious crimes or offences, but 
to decline to disclose an address if it is requested (for example) for the purpose 
of serving a copy complaint (summons) for a parking offence or other such 
minor infringement. 

Guideline B (Disclosure made to the Visitor, etc.)  

5. Reasonable efforts should be made to establish that an enquirer is, in fact, 
acting on the Visitor's behalf. Preferably, the Visitor should have provided 
written authority for a person to act on his or her behalf. In the absence of such 
authority the level of checking necessary will vary according to the sensitivity 
of the information being sought. In some circumstances it will be necessary to 
insist upon written authority or to contact the Visitor and seek confirmation.  

6. Separate guidance is issued by the Data Protection Officer on the procedure for 
dealing with subject access requests.  
 
It should be noted that the parents and relatives of a Visitor have no general 
legal right to be given information about that Visitor.  

Guideline C (Disclosure to a member of staff, external bodies etc.)  

7. Information should be released only if, and only to the extent that, the member 
of staff requires the information in order to perform his or her official duties. 

8. Examples of organisations or bodies directly associated with the University, to 
which disclosure might in appropriate circumstances be made, include:  

- Institutions where Visitors of the University are pursuing their studies (e.g. 
"Associated Institutions" (listed in the Calendar)).  

- National Health Service (e.g. to NHS Clinical Teachers).  



- Student Awards Agency for Scotland, Local Education Authorities, Research 
Councils, British Council and other such bodies which award scholarships or 
grants or which pay fees on behalf of Visitors.  

- Universities and Colleges Admissions Service (UCAS), Higher Education 
Statistics Agency (HESA). 

Guideline D (Possible prejudice in case of failure to disclose)  

9. Wherever practicable, a member of staff dealing with an enquiry in these 
circumstances should attempt to obtain the Visitor's permission before 
releasing information to a third party. Otherwise, it should be released only in 
cases of urgency. 

10. Guideline D would cover requests of a compassionate nature (e.g. attempts to 
ascertain a Visitor's whereabouts in the event of a family bereavement, 
accident, etc.) or where disclosure is urgently required in order to prevent 
injury or damage to the health of any person. 

11. Less urgent requests, for example where a person on a brief visit to Edinburgh 
wishes to contact a Visitor friend, should be dealt with in the way suggested in 
paragraph 4.2 below.  

 

4. ADDITIONAL ADVICE  
1. If a request for information is received by telephone from a person who is not 

known personally to the staff member taking the call, and if the enquirer is 
apparently a person to whom information may properly be disclosed under 
these guidelines, it is good practice to offer to telephone back with the 
information. In this way, the identity of the enquirer can to some extent be 
verified.  

2. Visitors' addresses (including email addresses), and residence, and details of 
their financial support should be regarded as strictly confidential information 
and the right to privacy should be respected. Racial and ethnic origin are 
sensitive personal data under the 1998 act and staff should be aware that this 
information could inadvertently be disclosed through nationality, country of 
origin or domicile.  As an alternative to divulging an address, the University is 
willing to accept a sealed envelope, which it will attempt to forward to the 
Visitor's last-recorded address or to forward an incoming email message to a 
Visitor; staff should normally offer to do this. Where the matter is urgent, staff 
may wish to attempt to contact the Visitor by telephone or other means in order 
to put him or her in touch with the enquirer. 

3. Media enquiries relating to Visitors require to be handled with particular care 
and should be referred, without comment, to Communications and Public 
Affairs (CPA). CPA's policy is, on the one hand, to co-operate where possible 
with the media in relation to bona fide enquiries about people in the news but, 
on the other hand, to protect the privacy of individuals from unwarranted 
curiosity or pressure. In no case is an address, telephone number or School 
divulged. 

4. Media enquiries apart, members of staff may receive enquiries as to whether a 
named person is a Visitor of the University. In such circumstances, the 



enquirer should be asked why the information is required. If the reason is not 
one that would justify disclosure under the guidelines outlined in section 2, the 
member of staff should decline to comment one way or the other. Members of 
staff acting as "postmasters" for electronic mail may wish to attempt to 
forward any email enquiry to an intended recipient, but to tell the sender only 
that this will be done if the recipient can be identified as being a Visitor at this 
University.  

5. Enquiries from Embassies and High Commissions must be treated with 
extreme caution. Some Visitors choose to have little or no contact with their 
Embassies, despite the fact that it could disadvantage them in matters such as 
transferring funds from their home countries. However, the extent of the 
relationship is a matter for the Visitor, not the University, to determine.  

6. Most requests from Embassies and High Commissions are received in the 
Academic Affairs, Planning and Secretariat Office or in the Registry and dealt 
with there; requests received elsewhere in the University should be forwarded 
to MIS for attention or advice. Normally, MIS will seek the express consent of 
the Visitor(s) concerned before releasing information. Routine requests by 
Embassies for aggregate statistical data (e.g. the total number of Visitors from 
a particular country, by subject of study) are considered on their merits and 
will usually be met, subject to the safeguards set out in paragraph 4.7.  

7. In producing statistical information, all reasonable care must be taken that 
information about identifiable Visitors, or tables or other analyses from which 
such information can be deduced, is not published or made generally available 
unless the Visitors concerned have assented. Thus, information about the 
source of funding of a group of Visitors from a particular country might not be 
released if there were fewer than (say) 10 Visitors in that group and the 
identification of an individual's source of funding might thereby be deduced.  

8. If a request for information about a Visitor is refused, but the subject matter of 
the enquiry is evidently of importance to the Visitor, he or she should be 
informed of the enquiry. This will allow the Visitor to contact the enquirer 
should he or she so wish. For example, a request by a Sheriff Officer or debt 
collection agency for the release of a Visitor's address would properly be 
refused but the Visitor should be informed of the enquiry lest a judgement for 
debt be made against the Visitor without his or her knowledge. If appropriate, 
similar action should be taken with email requests for information.  

9. Members of staff who may be asked to write references about Visitors should 
note that the University's registration under the Data Protection Act provides 
for the disclosure of information or an opinion about a Visitor to the Visitor's 
prospective employer.  

 


