
The right to know
An introduction to  

freedom of information,  
data protection and  

records management

Records management
Records management is concerned with how 
we deal with information resources. It underpins 
freedom of information and data protection 
compliance by guaranteeing the safety and 
reliability of data and enabling you to respond 
quickly and efficiently to information requests.

Good records management:

1. helps you do your job better. It supports ease 
and efficiency of working because you can find 
the information you need;

2. protects you and the University of Edinburgh by 
providing evidence of what we have done and 
why;

3. saves you time by ensuring you can find the 
information you need easily;

4. reduces costs, particularly those related to 
physical and server space, by ensuring you don’t 
keep any more records than you have to, and 
that you know when you can delete or destroy 
them;

5. provides records on which we can rely, both for 
internal purposes and (if necessary) in a court of 
law.

Advice and training
The Records Management Section provides advice 
and guidance, and delivers briefings and training 
courses on information management topics. 
People who attended our training courses said:

“Yours was by far the best training course as you 
‘knew your stuff’ and came over clearly  

and seemed very enthusiastic.” 

“I’m now more confident with what to do about 
information requests and where to get help.”
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Information management 
matters

Whatever your role at the University of 
Edinburgh, freedom of information, data 
protection and records management affect 
you and how you do your job. For example, 
you may need to handle information about an 
individual; you may need to know what to do 
when someone asks for information; or you 
may be asked to organise information so your 
team can find specific information quickly.

The University’s Records Management Section  
(www.ed.ac.uk/records-management) has designed 
this leaflet to provide an overview of how you are 
affected by freedom of information and data protection 
legislation, and to highlight how an organised approach 
to records management can benefit you.

Freedom of information
Freedom of information legislation allows any individual 
from any country the right to access information held 
by the University of Edinburgh. This information can be 
in any format, including paper files, word-processed 
documents, emails, spreadsheets and even Post-it notes. 
The legislation also requires the University to manage its 
records in line with good records management practice. 

If you receive a non-routine enquiry (for information 
that you would not normally provide), treat it as a 
freedom of information request. Even if the enquiry 
doesn’t mention freedom of information explicitly, the 
University is obliged to respond within 20 working days. 
If you have any queries, consult your local information 
practitioner or the Records Management Section as 
soon as possible.

To help ensure the University of Edinburgh stays inside 
the law, be sure to:

1. answer any request for information within 20 
working days;

2. avoid complications by following procedures and 
providing any easily released information that relates 
to your area of work. The procedures are at  
www.ed.ac.uk/records-management/handling-
foi-requests;

3. contact your local information practitioner if you are 
unsure about any aspect of the request, if it does not 
relate to your area of work, or if you believe there 
are grounds to refuse the request;

4. always take a clear and professional approach when 
creating documents. Remember, all work documents, 
including emails, may need to be disclosed;

5. make your information accessible to other staff 
in your team so they can answer any requests for 
information in your absence.

Data protection
Data protection legislation concerns the use of personal 
data. Personal data is information (in any recorded 
format) about an identifiable, living person, including 
expressions of opinion. Legislation regulates how we 
collect, use, store and dispose of personal data. We 
must only collect, use and keep the minimum data 
necessary, and all personal data must be used fairly, 
lawfully, transparently, and securely.

Sensitive personal data, for example an individual’s 
ethnic origin, health or religious beliefs, are subject to 
further regulations and can only be used under certain 
circumstances.

Individuals have rights under the legislation, which 
include requesting personal data we hold about 
them and asking us to correct, erase or stop using 
information about them.

To meet your data protection obligations, remember:

1. when collecting personal data provide a privacy 
notice detailing how data are used, with whom they 
are shared, and the retention period;

2. if someone asks to see information the University 
holds about them or queries our use of information 
about them, contact your local information 
practitioner as soon as possible;

3. keep personal data securely, e.g. use strong 
passwords, encrypt data not held on University 
networks, and ensure you send emails to the correct 
recipient;

4. always do a privacy impact assessment when you 
plan a new project or review an existing process so 
privacy requirements can be met by design;

5. do not keep personal data longer than necessary; 
refer to the relevant retention schedule. 

Further information
For more information on freedom of information, 
data protection and records management, visit  
www.ed.ac.uk/records-management.

Attend or request a briefing. See  
www.ed.ac.uk/records-management/training

To find your local information practitioner, visit 
www.ed.ac.uk/records-management/foi-
practitioners.

Information can be provided in 
alternative formats on request.


