Code of Practice Template

Introduction to the template 

This template is intended to guide you through the process of writing a code of practice (CoP) to the University of Edinburgh standards. You should re-use this template for each of the systems for which you are responsible.

Each CoP you write complements the overarching document, "The Information Security Policy of the University",

http://www.ed.ac.uk/schools-departments/information-services/about/policies-and-regulations/security-policies/security-policy

and may also make reference to other top-level codes of practice, or to sub-CoPs you write. In completing the template for any system, ensure any references you make to other CoPs are clear.

The template is split into the following parts:

1. CoP version information 

2. system description

3. user responsibilities 

4. system-owner responsibilities

5. system management responsibilities 

6. third-party responsibilities

The template per se begins on page 2.

When writing a CoP from this template, the intended audience is "the team responsible for the provision of the system". (Even the section headed "user responsibilities" is to be written to this same audience. It may be helpful to think of the user responsibilities section as a checklist for the service provider. to remind them what the users’ responsibilities are.)

In completing the template for any system you provide, substitute any sections marked out with triangular brackets. Make careful consideration for all of these substitutions; writing a CoP is not a simple box-ticking operation.

Any sections marked out with square brackets are for guidance in using the template, and may be deleted in the resulting CoP.

If any actions have been delegated to a 3rd party, for example the physical security of a system may be the responsibility of Information Services, then this must be clearly stated coupled with a statement that this delegation has been accepted.

CoP Template Version Control
The CoP template will develop over time. (We recognise and accept that this will lead to CoPs being derived from different versions of the template.)

	Date
	Version
	Author
	Section
	Amendment

	18/08/2010
	1.1
	ITC Security Group
	All
	Third draft by The ITC Security Group.  Now corrected, and formatted for release.

	7/2/2011
	1.2
	
	
	Minor changes throughout.

	6/6/2011
	1.3
	BG
	1 and 5
	Additions requested by Audit Report

	20/6/2011
	1.4
	BG
	1 and 2
	Minor fixes for the audit report


Use of <... System Name ...>
Code of Practice

Introduction

This code of practice is intended to support the Information Security Policy of the University and should be read in conjunction with this document.  


http://www.ed.ac.uk/schools-departments/information-services/about/policies-andregulations/security-policies/security-policy 
This code of practice is also qualified by The University of Edinburgh computing regulations, found at:


http://www.ed.ac.uk/schools-departments/information-services/about/policies-and-regulations

<... … Add any further introductory statements that pertain to the Code of Practice for this system, possibly also indicating other documents to which this CoP refers. … ...>

1. Code of Practice Version

[The CoP for any system is expected to develop over time. For this reason, it may be important to track versions of any CoP. This section in the template suggests a framework in which you could record reasons for change to the CoP for the system referred to.]

	Revision Date
	CoP Version
	Template Version
	Author
	Notes

	<... _._/_._/___ ...>
	<... insert CoP version here ...>
	<…insert the version no of the template here …>
	<... … person making the amendment … ...>
	<... … insert reason for version amendment ...>

	_._/_._/___
	<...    ...>
	<… …>
	<...     ...>
	<...     ...>

	
	
	
	
	


	QA Date
	QA Process
	Notes

	<... _._/_._/___ ...>
	<... … the body who reviewed the CoP … ...>
	<... … Any comments on the process ...>

	_._/_._/___
	<...     ...>
	<...     ...>

	
	
	


	Suggested date for Revision of the CoP
	Author

	<... _._/_._/___ ...>
	<… Insert the originator of this date …>

	_._/_._/___
	

	
	


2. System description

[This section is intended to give an overview of what the system is, and to ensure that overarching aspects of system security have been considered.  If you think that there is any other pertinent information to provide about the system here in addition to the subsections below, please add it into this section.]

	Revision Date
	System Version
	Author
	Notes

	<... _._/_._/___ ...>
	<... insert System version here ...>
	<... … person making the amendment … ...>
	<... … insert reason for version amendment ...>

	_._/_._/___
	<...    ...>
	<...     ...>
	<...     ...>

	
	
	
	


	2.1
System name
	<... Give the short name by which the system is usually known. ...>



	2.2
Description of system


	<... Give a description of what the system. What it is for, it’s version number (recorded above) and include all of its main functional areas.

 ...>

	2.3 
Data
	<... Give a description of the main types of the data the system handles. In particular ensure you identify any data types that might present any kind of security liability.

 ...>

	2.4
Components

	<... List the components from which the system is made. (For example, this might include the type of database used, the type of development environment it came from, the type of data it deals in.) Address a reasonable technically-aware audience.

 ...>

	2.5
System owner


	<... Say if there is an identifiable person who, or post which is responsible for this system, or if instead the responsibility of the system is a team. 

Identify this person or team at an appropriate point within the university hierarchy. (For example, it is not useful to identify the CIO as being responsible for all systems.) 

 ...>

	2.6
User base
	<... Describe the range of users, whether they are university or department specific, or whether world-wide, and quantify the main types.  

(For example a virtual learning environment has at least four types: configuration users, teachers, learners, and admin users.)

Having identified the types of users, make sure you list responsibilities for each of them separately, in the appropriate part of section 3 below.

 ...>

	2.7
Criticality
	<... Assign a level of criticality of this system to the business of your department from {high, medium, low}   

For guidance on assigning “criticality” please refer to the Information Security Policy document referenced on page 1 of this template.

 ...>

	2.8
Disaster recovery status 


	<... Say whether a disaster recovery procedure has been set up for this system, and say where the DR documentation is to be found.

 ...>


3. User responsibilities 

[“Users” includes those who are involved in the administration of the system as well as people who use the system for the purpose for which it was made. When filling in the parts below, you may find you need to describe different responsibilities for different types of user. ]
	3.1
Data


	<... User behaviour may affect the security of the system overall, especially if the data includes confidential or sensitive information.  

Describe the responsibilities that each type of user has in using the system. In particular, address aspects of using the system, which have security implications, and in handling and disposal of data.

List references to any existing documentation describing how users should operate the system. 

 ...>

	3.2
Usernames and passwords


	<... With reference to the overarching password CoP, describe any additional responsibilities related to usernames and passwords, which each type of user needs to know in using this system.

 ...>

	3.3
Physical security


	<... The physical security of many systems is the responsibility of the system providers (see below). Describe any additional measures each type of user needs to take in respect of physical security.

 ...>

	3.4
Remote/mobile working


	<... Describe responsibilities that each type of user has if they access the system from a mobile device, or off-site.

 ...>

	3.5
Downloads and removal of data from premises
	<... Describe responsibilities each type of user has in handling data downloaded from this system, and in particular if this could be taken off-site, even accidentally.

 ...>

	3.6
Authorisation and access control
	<... For administrative users of the system, describe the measures by which they authorise new users of the system, and assign access levels to user-types.

 ...>

	3.7
Competencies


	<... Describe the basic knowledge each type of user should have in order to be able to use the system in a way which maintains the overall security of the system.

 ...>


4. System Owner Responsibilities

[The “System Owner” may be an identifiable person, a post, or the name of a “unit” responsible for the system. The system owner may have created the system, or may have bought/acquired and configured the system. Either way, the system owner is responsible for the underlying security of the system, its platform, the security of its data stores, the initial configuration of the system, and ultimately, for the security of the system throughout it’s lifetime]
	4.1
Competencies
	<... Describe the basic knowledge system owners should have to maintain the overall security of the system.

 ...>

	4.2
Operations
	<... Give an outline of the main operational procedures required to establish and maintain (the security of) the system. Include operations not directly related to security, as they may also have an impact on security if not followed.

If standard operational procedures exist for this system, say or, list where they are to be found.

 ...>

	4.3
System documentation
	<... Indicate where the system documentation is to be found, and who is responsible for this.

 ...>

	4.4
Segregation of Duties


	<... List the main system user-types and describe the measures in place, which assign access levels to user-types.

 ...>



	4.5
Security incidents
	<... Describe examples of the initial actions to be taken on discovery of a security incident, and describe circumstances under which the reporting of these must be escalated.

 ...>



	4.6
Fault/problem reporting
	<... Describe how any faults or problems identified should be reported.

 ...>

	4.7
Systems development
	<... Describe the framework(s) used for systems development. ...>


5. System Management

[Ongoing management of the system has implications for the ongoing security of the system. While some of these matters are dealt with under administrative users above, there are additional responsibilities in managing the system at a lower level.]
	5.1
User account management
	<... Describe how user accounts are created, managed, and eventually disposed of.

 ...>

	5.2
Access control
	<... Describe aspects of access control for this system which ensure system-users have appropriate levels of access to the system.

 ...>

	5.3
Access monitoring


	<... Describe or list the procedures (for example: log files, data sets, or other monitoring) which are in place that enable auditing of access.

(The intention here, is that you identify access monitoring that may enable you to detect “unauthorised” access.)

 ...>

	5.4
Change control 
	<... Describe the procedures in place for change management for this system.

 ...>

	5.5
Systems clock synchronisation


	<... Describe whether, and how time synchronisation is implemented for this, to support cross-system auditing.

 ...>

	5.6
Network management


	<... Describe any network management aspects that would not normally be provided by the network service provider. (For example the system might require special firewall configurations, private sub-networks or VLANs, & etc.)

 ...>

	5.7
Business continuity
	<... Give an overview of the business continuity plan for this system, and provide a reference to the business continuity plan documentation.

 ...>

	5.8      Security Control
	<… Specify any additional security measures that are in place, eg, internal software firewalls that are used to enhance security …>


6. Third Party


[Third parties may be involved as the source provider of the system, or other external organisations and may also be involved in activities related to data held by the system and owned by the System Owner. This section is to draw attention to aspects of managing the system related to involvement by third parties.]
	6.1
Outsourcing


	<... Describe whether responsibilities for security are shared with any third parties, and list aspects of these that need to be identified for any overall security audit of the system. 

 ...>

	6.2
 Contracts and Agreements
	<... Describe any contracts, and agreements that are in place with third parties. Give an overview of what they cover and give references to any/all existing contract documentation.

 ...>

	6.3
Compliance with the university security policy


	<... For any third parties involved in the provision of this system, identify whether or not they have agreed to comply with the university security policy, and with this CoP.

For each third party, list the main security risks they might present if they do not comply.

 ...>

	6.4
Personal data

 
	<... Describe procedures that are followed, when personal data is disclosed to a third party. In particular, consider cases when data comes under the auspices of the current data protection legislation, and when data is being transferred to third parties and lies outside the domain of The University.

 ...>
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